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Exceptions

» Exceptions are a way to identify errors that can occur in a program and react
to them.

try
{

}
catch (<exception-1>) { ... }
catch (<exception-2>) { ... }
catch (<exception-3>) { ... }

// cod to be executed

catch (...) { /* the rest of the possible exceptions */ }

Where exception-1,2,...3 could be anything: a type, a reference, a pointer




Exceptions

» Additionally, the keyword throw can be used to throw an exception that will
further be received by the try ... catch block

try

{
// cod to be executed
throw <obj>

}

catch (<exception> /* exception has the same type as obj */ ) { ... }

// optional

catch (...) { /* the rest of the possible exceptions */ }

When using this method, the object <obj> will be send to the catch block (as
such the <exception> parameter in the catch block should have the same
a type where there is a possible conversion from the thrown type exis



Exceptions

» Let’s see an example:

Output:
#include <stdio.h> .
#include <iostream> Error: Reached 5

int main() {
try {
for (int tr = @; tr < 10; tr++) {
if (tr == 5) throw "Reached 5";

}
}
catch (const char* error) {
std::cout << "Error: " << error;
¥
return 0;




Exceptions

Output:

Number : ©

Bool Err: 1
» A more complex example: Number

Int Err:

Number

#include <stdio.h> .
#include <iostream> Str‘lng Err: Reached 5
Number :
int main() { Number
for (int tr = @; tr < 10; tr++) {
try { Number
if (tr == 5) throw "Reached 5"; Number
if (tr == 3) throw 3;
if (tr == 1) throw true;
std::cout << "Number : " << tr << std::endl;
}
catch (const char* e) { std::cout << "String Err: " << e << std::endl; }

catch (int e) { std::cout << "Int Err: " << e << std::endl; }
catch (bool e) { std::cout << "Bool Err: " << e << std::endl; }

}

return 0;




Exceptions

» However, the rules of promotion don’t apply: Output:

Number
Number

#include <stdio.h>
#include <iostream> Number

int main() {

for (int tr = 0; tr < 10; tl"++) { SLU..LUUL << Numuer . e W e A e W U S asT TT U A
try { }
if (tr == 3) throw 'A’; Exception Unhandled 1 X
std::cout << "Number : " << tr << std::endl;
} rUnhandled exception at 0x00007FFAFFC79FOA in -
catch (int e) { std::cout << "Int Err: " << e << std::endl; } ConsoleApplication3.exe: Microsoft C++ exception: char at v
}
return 0; Copy Details | Start Live Share session...
¥ > Exception Settings

exception is not caught and a runtime crash will happen.



Exceptions

» However, you can always use catch(...) to capture any kind of exception.
Details related to the exception will not be present.

#include <stdio.h>
#include <iostream>

int main() {

for (int tr = @; tr < 10; tr++) {

try {
if (tr ==
if (tr ==
if (tr ==
if (tr ==
std: :cout
¥
catch (int e)
catch (...) {
¥
return 0;

1) throw true;

3) throw 'A’;

5) throw "some error";
7) throw 10;
<< "Number : " << tr << std::endl;

{ std::cout << "Int Err: " << e << std::endl; }
std::cout << "Generic exceptions" << std::endl; }

Output:

Number : ©

Generic exceptions
Number : 2

Generic exceptions
Number : 4

Generic exceptions
Number : 6

Int Err: 10

Number : 8
Number




Exceptions

» However, you can always use catch(...) to capture any kind of exception.
Details related to the exception will not be present.

Output:
Number : ©
#include <stdio.h> Generic exceptions

#include <iostream>
Number : 2
Generic exceptions

int main() {

for (int tr = 0; tr < 10; tr++) { Number : 4
try { . .
56 (e = 1) dhrer e | Generlic exceptions
if (tr == 3) throw 'A‘; Number : 6
if (tr == 5) throw "some error"; I
1t (tr == 7) throw 10; Int Err: 10
) std::cout << "Number : << tr << std::endl; Number‘ - 8
catch (int e) { std::cout << "Int Err: " << e << std::endl; } Number
catch (...) { std::cout << "Generic exceptions" << std::endl; }
¥
return 0;




Exceptions

» However, you can always use catch(...) to capture any kind of exception.

Details related to the exception will not be present.
Output:

Number : O
#include <stdio.h> Generic exceptions
#include <iostream>

Number : 2

Generic exceptions

int main() {

for (int tr = 0; tr < 10; tr++) { Number : 4
try { . .
if (tr == 1) throw true; Generic exceptlons
if (tr == 3) throw 'A'; Number : 6

5) throw "some error";

if (tr == 7) throw 10; § Int Err: 10
std::cout << "Number : " << tr << std::endl; .
; J Number : 8
catch (int e) { std::cout << "Int Err: " << e << std::endl; } Number
catc 500 std::cout << "Generic exceptions” << std::endl;
¥
return 0;




Exceptions

» You have to use catch(...) as the last option. Adding it before other catch
branches will result in a compile error.

App.cpp

#include <stdio.h>
#include <iostream>

int main() {
for (int tr = @; tr < 10; tr++) {

try {
if (tr == 1) throw true;
if (tr == 3) throw 'A‘; o "tf'e 7
if (tr — 5) throw "some error”; error C2311: ‘int: is
if (tr == 7) throw 10; caught by ..." on line ...
std::cout << "Number : " << tr << std::endl;
!
catch (...) { std::cout << "Generic exceptions" << std::endl; }
catch (int e) { std::cout << "Int Err: " << e << std::endl; }
¥
return 0;




Exceptions

» You can also use a try...catch block within another try...catch block

#tinclude <stdio.h>
#tinclude <iostream>

int main() {

try {
for (int tr = 0; tr < 10; tr++) {
try {
if (tr == 1) throw true;
if (tr == 7) throw 7;
std::cout << "Number : " << tr << std::endl;
¥
catch (bool e) { std::cout << "Bool Err: " << e << std::endl; }
¥
¥
catch (int e) { std::cout << "Int Err: " << e << std::endl; }
return 0;

}

Notice that the if second outer try...catch loop receives the exception the for
loop is break (we will not reach the value tr = 8 )




Exceptions

» You can also use throw without any parameter to send current exception to
the outer try...catch (if exists).

Output:
Number :

#include <stdio.h>
#include <iostream>

Number
int main() { Number
try {
for (int tr = @; tr < 10; tr++) { Number
try { Number
if (tr == 5) throw 5;
std::cout << "Number : " << tr << std::endl;
¥
catch (int e) {
std::cout << "Int Err: " << e << std::endl;
throw;
¥
¥
1
catch (...) { std::cout << "Generic Err: " << std::endl; } f—
return 0;




Exceptions

» In this case, .at(...) method from a vector throws an exception if the index is
invalid:

Output:
#include <stdio.h>

#include <iostream> Invalid index
#include <vector>

int main() {
std::vector<int> a = { 1,2,3 };
try

int x = a.at(100);

¥
catch (...)
{
std::cout << "Invalid index" << std::endl;
}
return 0;




Exceptions

» An exception (if thrown) will exit any function from where it is triggered.
Noticed that “end foo()” message is not printed as the execution never

reaches that point.
Output:

start foo()

#include <stdio.h> Exception

#tinclude <iostream>

void foo() {
std::cout << "start foo()" << std::endl;
throw 100;
std::cout << "end foo()" << std::endl;

int main() {

try {
foo();
¥

catch (...)
{

}

return 0;

std::cout << "Exception" << std::endl;
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Standard Exceptions

» The standard library also provides an exception class: std::exception

» The purpose of this class is to provide a basic class from where a hierarchy of
exceptions can be built.

» The class has a virtual method what() that can be overwritten to provide a
description of the exception:

class exception

{
3

virtual const char* what() const throw();




Standard Exceptions

» The hierarchy of exceptions derived from std::exceptions are:

exception scope

bad_alloc When we fail to allocate memory
bad_cast dynamic_cast exception

logic_error Generic exception for a logic error
runtime_error An exception describing a runtime error

» logic_error is also the base class for the following errors: length_error,
invalid_argument, out_of_range, etc

» runtime_error is also the base class for the following errors: overflow_err
range_error, system_error, underflow_error, etc.



Standard Exceptions

» Let’s see an example:

#include <stdio.h>
#include <iostream>

int main() {

try {
for (int tr = @; tr < 10; tr++) {
if (tr == 5) throw std::exception(“value is 5");
std::cout << tr << std::endl; Exception: value is 5
}
}
catch (std::exception e) {
std::cout << "Exception: " << e.what();
}
return 0;




Standard Exceptions

» Let’s see an example:

#include <stdio.h>
#include <iostream>

int main() {
try {

for (int tr = 0; i tr++) 4
if (tr == 5)Jthrow std::exception("value is 5");

std::cout << tr << std::endl;
¥
}

catch (std::exception e) { I

std::cout << "Exception: " << e.what();
} |
return 0;

Exception: value is 5

}




Standard Exceptions

» Usually, when using std::exceptions it is best to use a constant reference (so

that we don’t need to copy the exception object if it gets passed to the outer
try ... catch block).

Output:
#include <stdio.h> . . . .
#include <iostreams Exception: invalid vector subscript

#tinclude <vector>

int main() {
std::vector<int> v = { 1,2,3 };

try {
int ¢ = v.at(100);
}
catch (const std::out_of_range &e) {
std::cout << "Exception: " << e.what();
}
return 0;




Standard Exceptions

» You can also use throw to forward current exception to an outer try...catch
block

App.cpp

#include <stdio.h> R
#include <iostream> OUtPUt ¢
#include <vector> Exception: invalid vector subscript
int main() { Outer: invalid vector subscript
std::vector<int> v = { 1,2,3 };
try {
try {

int ¢ = v.at(100);

}

catch (const std::out_of_range& e) {
std::cout << "Exception: " << e.what() << std::endl;

throw;
}
}
catch (const std::exception& e) {
std::cout << "Outer: " << e.what() << std::endl;
}
return 0;




Standard Exceptions

» Astd based exception can not be converted into a regular exception:

App.cpp

#include <stdio.h>
#include <iostream>

#include <vector> 0utput:
int main() { Exception: invalid vector subscript
std::vector<int> v = { 1,2,3 };
try {
try {
int ¢ = v.at(100);
} Exception Unhandled 0 X
catch (const std::out_of_range& e) { t
std::cout << "Exception: " << e.what() << std::endl; Unhandled exception at 0x00007FFAFFC79FO0A in
throw; ConsoleApplication3.exe: Microsoft C++ exception: std::out_of range
¥ at memory location 0xX00000070E96FF470.
)
catch (const char* text) { Copy Details | Start Live Share session..

std::cout << "Outer: " << text << std::endl; b Exception Settings

}

return 0;




Standard Exceptions

» However, they work with a catch(...) block. The following code will not crash
during runtime.

App.cpp

#include <stdio.h>
#include <iostream> Output:

AT T Exception: invalid vector subscript

int main() { Outer Exception
std::vector<int> v = { 1,2,3 };
try {
try {
int ¢ = v.at(100);
}
catch (const std::out_of_range& e) {
std::cout << "Exception: " << e.what() << std::endl;
throw;
}
}
catch (...) {
std::cout << "Outer Exception" << std::endl;
¥
return 0;




Standard Exceptions

» We can create a custom exception by overwriting the what() method, like in
the following example:

App.cpp

#include <stdio.h>
#include <iostream>
#include <vector>

struct DivisionBy® : public std::exception

{
int value;
virtual const char* what() const override
{
return "Division by zero “;
}
DivisionBy@(int v): value(v) {}
}s

» That can be used in the following way:




Standard Exceptions

» We can create a custom exception by overwriting the what() method, like in
the following example:

Output:
App.cpp 19/-2=-5
#include <stdio.h> 10/-1=-10

AMELUES SOSERGET Exception: Division by zero for number: 10
#include <vector>
10/1=10

struct DivisionBy® : public std::exception { .. };

int main() {

int x = 10;
for (int i = -2; i < 2; i++) {
try {
if (i == @) throw DivisionBy@(x);
std::cout << x << "/" << i << "=" << x / i << std::endl;
¥

catch (const DivisionBy@& e) {
std::cout << "Exception: " << e.what() << " for number: " << e.value << std::endl;
}

}

return 0;




Standard Exceptions

» You can however use throw and capture a custom exception using its base

class (in our case std::exception). Output:

10/-2=-5

#include <stdio.h> 1@/ -1=- 1@
#include <iostream> . . ..
#include <vector> Exception: Division by zero for number: 10

Outer Exception: Division by zero

struct DivisionBy® : public std::exception { .. };

int main() {

int x = 10;
try {
for (int i = -2; i < 2; i++) {
try {
if (i == @) throw DivisionBy@(x);
std::cout << x << "/" << 1 << "=" << x / 1 << std::endl;
}
catch (const DivisionBy@& e) {
std::cout << "Exception: " << e.what() << " for number: " << e.value << std::endl;
throw;
¥
¥
¥
catch (const std::exception& e) {
std::cout << "Outer Exception: " << e.what() << std::endl;
}
return 0;




Standard Exceptions

» You can also throw another exception directly in the catch block like in the

following example: Output:

10/-2=-5
#include <stdio.h>

: : 10/-1=-10
#include <iostream> . ...
#include <vector> Exception: Division by zero for number: 10

Outer Exception: generic exception

struct DivisionBy® : public std::exception { .. };

int main() {

int x = 10;
try {
for (int i = -2; i < 2; i++) {
try {
if (i == 9) throw DivisionBy@(x);
std::cout << x << "/" << 1 << "=" << x / 1 << std::endl;
}

catch (const D1v151onBy0& e) {
" << e.value << std::endl;

catch (const std::exception& e) { E
std::cout << "Outer Exception: " << e.what() << std::endl; f[q-*
)i

return o,
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hoexcept

» noexcept is a specifier used to indicate whether a function is guaranteed not
to throw exceptions.

» It is mainly used to improve code optimizations

» The format is:

type function_name (parameter...) noexcept;

» noexcept is used in std container where templates like vector<> may decide
to use a copy or a move constructor

» You can also use noexcept(false) to specify that a function might raise an
exception:

type function_name (parameter...) noexcept(false);




Standard Exceptions

» Let’s analyze the following case:

App.cpp

#include <iostream>
#include <vector>

struct Test {
Test() { printf("CTOR(this=%p)\n", this); }
Test(const Test& obj) { printf("COPY-CTOR(this=%p, obj=%p)\n", this, &obj); }
Test(Test&& obj) { printf("MOVE-CTOR(this=%p, obj=%p)\n", this, &obj); }

}s

int main() {
std: :vector<Test> v;
Test t;
v.reserve(l);
std::cout << "First element " << std::endl;
v.push_back(t);
std::cout << "Second element " << std::endl;
v.push_back(t);
return 0;




Standard Exceptions

» Let’s analyze the following case:

App.c
#_d p " Output:
include <1o0stream>
#include <vector> CTOR(this=@@@@@@2C851EF974)
First element
) { orint ("CTOR(thiso)\n", this)s } COPY-CTOR(this=000001A8F5C18300, 0bj=000R0O2CB51EF974)

Test(const Test& obj) { printf("COPY-CTOR(this=%p, IY=Yele]als BR-DN=V(([=1a}"

et R e A S TRl COPY - CTOR(this=000001A8F5C17DC1, 0bj=P0PORE2CB51EF974)
COPY-CTOR(this=000001A8F5C17DCO, obj=0000R1A8F5C18300)

};

int main() {
std::vector<Test> v;
Test t;
v.reserve(l);
std::cout << "First element " << std::endl;
v.push_back(t);
std::cout << "Second element " << std::endl;
v.push_back(t);
return 0;




Standard Exceptions

» Let’s analyze the following case:

App.cpp

#include <iostream>
#include <vector>

Output:

:oooooooooooooooooooo CTOR(thiS: )
. First element

struct Test { -

Test() { printf("CTOR(this=%p{\n", this); } COPY-CTOR(this=000001A8F5C18300, obj=t oceeeee2cB51EF974)
Test(const Test& obj) { pr‘intf("COPY—CTOR(this=%p, Second element

Test(Test&& obj) { ppintf("MOYE_CTOR(thiS=%p’ 0b3= COPY-CTOR(this=000001A8F5C17DC1, obj=t eeeece2cB51EF974)
COPY-CTOR(this=000001A8F5C17DCO, 0obj=000001A8F5C18300)

};

int main() {
std::vector<Test> v;

[octts]errereesersereereenes . .
vreserve(t)s Variable “t” is located at the

std::cout << "First element " << std::endl; 5 .
opus Bl following address:

std::cout << "Second element " << std::endl; 00000V 2CB51EF974
v.push_back(t);
return 0;




Standard Exceptions

» Let’s analyze the following case:

App.c

pp p Output:

#include <iostream> .

#include <vector> CTOR(this=t eooee02cB51EF974)

struct Test { First elemenF .
Test() { printf("CTOR(this=%p)\n", this); } COPY-CTOR(this=000001A8F5C18300, obj=t oceeeee2cB51EF974)
Test(const Test& obj) { printf("COPY-CTOR(this=%p, IY=Yele]als BR-DN=V(([=1a}"
e R e T COPY - CTOR (this=000001A8F5C17DC1, obj=t eceeceacesicro74)
COPY-CTOR(this=000001A8F5C17DCO, 0bj=000001A8F5C18300)

};

int main() {
std::vector<Test> v;
Test t;

We will reserve 1 element, but add
std::cout << "First element " <<2stdiicenNdlicececes

v.push_back(t); 2 elements (so that we force a

std::cout << "Second element " << std::endl; resize call from the vector)
v.push_back(t);

return 0;




Standard Exceptions

» Let’s analyze the following case:

App.c

pp p Output:

#include <iostream> .

#include <vector> CTOR(this=t eoeoee02cB51EF974)

struct Test { First elemenF .
Test() { printf("CTOR(this=%p)\n", this); } COPY-CTOR(this=000001A8F5C18300, obj=t oceeeee2cB51EF974)
Test(const Test& obj) { printf("COPY-CTOR(this=Zp, Y<Iele]gleMR=NN=I([Jq}
e R e T COPY-CTOR (this=000001A8F5C17DC1, obj=t eceeseacesicro74)
COPY-CTOR(this=000001A8F5C17DCO, obj=000001A8F5C18300)

};

int main() {
std::vector<Test> v;
Test t;
_v.reserve(l);
std::cout << "First element " << std::endl;
v.push_back(t);

std::cout << "Second element " << std::endl;
v.push_back(t);

return 0;




Standard Exceptions

» Let’s analyze the following case:

App.c

pp p Output:

#include <iostream> .

#include <vector> CTOR(this=t eooee02cB51EF974)

First element
struct Test {

Test() { printf("CTOR(this=%p)\n": this); } COPY-CTOR(this= , 0bj= )
Test(const Test& obj) { printf("CGPY-CTOR(this=%p, BEYYelo]als BR-DK=1({[=1ak"

Test(Test&& obj) { ppintf("MOVE_CEOR(thiS=%p’ 0b3= COPY-CTOR(this=000001A8F5C17DC1, obj=t eeceee2cBs1EF974)
COPY-CTOR(this=000001A8F5C17DCO, obj=v[0O] eecee1asrsci83ee)

- I We copy “t” into the vector (meaning that
IR TETTCoT [EORR AN L @OPEO1ASF5C18300 is the address of the first

::cout << "Second element " << std::endl; element in the vector: V[@])
v.push_back(t);

return 0;

};

int main() {
std::vector<Test> v;
Test t;
v.reserve(l);




Standard Exceptions

» Let’s analyze the following case:
App.cpp

#include <iostream>
#include <vector>

struct Test {
Test() { printf("CTOR(this=%p)\n", this); }

Test(const Test& obj) { printf("COPY-CTOR(this=%p
Test(Test&& obj) { printf("MOVE-CTOR(this=%p, obij=}

};

int main() {
std::vector<Test> v;
Test t;
v.reserve(l);
std::cout << "First element " << std::endl;

k(t):
|std::cout << "Second element " << std::endl;fec°

v.push_back(t);
return 0;

Output:

CTOR(this=t eeeee02cB51EF974)

First element

COPY-CTOR(this=v[0@] eeeee1asrscis3ee, Obj=t eeeeee2cB51EF974)
Second element

COPY-CTOR(this=000001A8F5C17DC1, obj=t eeeece2cB51EF974)
COPY-CTOR(this=000001A8F5C17DCO, obj=v[0O] eecee1asFsci8300)




Standard Exceptions

» Let’s analyze the following case:

App.cpp

#include <iostream>
#include <vector>

struct Test {

Output:
CTOR(this=t eeeee02cB51EF974)
First element

Test() { printf("CTOR(this=%p)\n", this); } COPY-CTOR(this=v[0] eeeee1rsFscis3ee, Obj=t eeeeee2c51EF974)
Test(const Test& obj) { printf("COPY-CTOR(this=%p, IY=Yele]als BR-DN=V(([=1a}"

Test(Test&& obj) { printf("MOVE—CIQB(;bigf%p,.ij—f

};

int main() {

std::vector<Test> v;

Test t;
v.reserve(l);

COPY-CTOR(this= , obj= )
COPY-CTOR(this=000001A8F5C17DCO, obj=v[0O] eecee1asFsci8300)

4

std::cout << "First element " << $td::endl; X X . i
v.push_back(t); : First we will resize the vector (to fit two elements) and
SLoiicoll e occond element * <<istd:zendl; we will copy “t” into the second element of the new

v.push_back(t);

recturn o,

address of the vector (meaning that 600001A8F5C17DC1

is the address of the second element in the new

vector : new v[1])




Standard Exceptions

» Let’s analyze the following case:

App.cpp

#include <iostream>
#include <vector>

struct Test {

Output:
CTOR(this=t eeeee02cB51EF974)
First element

Test() { printf("CTOR(this=%p)\n", this); } COPY-CTOR(this=v[0@] oeeeeeirsrscis3es, Obj=t eeeeee2cB51EF974)
Test(const Test& obj) { printf("COPY-CTOR(this=%p, IY=Yele]als BR-DN=V(([=1a}"

Test(Test&& obj) { printf("MOVE-CTOR(this=%p, obj=j

};

int main() {

std::vector<Test> v;

Test t;
v.reserve(l);

COPY-CTOR(this=new v[1] eeeeeiasrsci7oci, Obj=t eeeeee2cB51EF974)
00000000000 O0C0OCFOCFOS COPY_CTOR(thiS= ) Obj:

4

std::cout << "First element " << $td::endl;

v.push_back(t); E

std::cout << "Second element " <<estd::endl; c s e .

AT [T The next step is to copy the original v[0] into the new_v[O0]

recturn o,

element follow by the deletion of the original allocated
vector.




» Now let’s see what happens if we use noexcept for the move-ctor:

Standard Exceptions

App.c

pp p Output:

#include <iostream> .

#include <vector> CTOR(this=t eooee02cB51EF974)

ruct Tect First element

° r\u?est?; {{ppintf(--CTOR(thiS=%p)\n--, T COPY-CTOR(this=v[0@] eeeee1asrscis3ee, Obj=t eeeeee2cB51EF974)

Test(const Test& obj) { printf("COPY-CTOR(this=%p, IY=Yele]als BR-DN=V(([=1a}"

QLR DRUIE D IR LRI GUMEREBAC COPY-CTOR (this=new v[1] eeeseinsrscizoci, obj=t eeeeee2ces1EF974)

s MOVE-CTOR(this= , obj=
int main() {
std::vector<Test> v;
Test t;
v.reserve(l);
std::cout << "First element " << std::endl;
i . o The code functions almost identical, except for the last
std::cout << "Second element " << std::endl; ) .
v.push_back(t); step where the compiler decides to use MOVE-CTOR

return 8; instead of COPY-CTOR to transfer the content of the old

4

vector into the new one (much faster !!!).




hoexcept

The main reason for this behavior is that the logic behind std containers is that if
an operation fails for some reason, the container remains unchanged.

So ... while move-ctor is preferred, if it might trigger an alert than we might
end up with some inconsistencies (e.g. a pointer is being copied and not
deleted in the original source leading to a potential double-free).

To avoid this kind of scenarios, move constructor are only being used (in std) if
noexcept is guarantee (meaning that there is no possibility for that code to
actually trigger an exception).




hoexcept

Noexept can also be used to validate if a function / method is defined using
noexcept or not:

noexcept(foo())

Noexcept also works with static_assert allowing various types / templates to add
an additional logic / constraints.




Standard Exceptions

» Let’s analyze the following case:

#include <iostream>

void f1() noexcept {}
void f2() {}

struct Test {
void f1() noexcept {}
void f2() {}

s

int main()

{
std::cout << std::boolalpha;
std::cout << "f1l is noexcept: " << noexcept(fl()) << std::
std::cout << "f2 is noexcept: " << noexcept(f2()) << std::
Test t;

std::cout << "Test::fl is noexcept: "
std::cout << "Test::f2 is noexcept: "

return 0;

<< noexcept(t.f1())
<< noexcept(t.f2())

Output:

f1 is noexcept: true

2 is noexcept: false
Test::f1l is noexcept: true
Test::f2 is noexcept: false

endl;
endl;

<< std::endl;
<< std::endl;




n

Additionally, std also provides several template methods that can be used to
check if a type has noexcept attribute or not on its special methods (e.g.,

oexcept

constructors).

std

std:

std:
std:

std:

std:
std:

::is_nothrow_constructible<T, Args...>

:is_nothrow_default_constructible<T>

:is_nothrow_copy_constructible<T>

:is_nothrow_move_constructible<T>
:is_nothrow_assignable<T, U>

:is_nothrow_copy_assignable<T>

:is_nothrow_move_assignable<T>

True if T can be constructed from Args... without
throwing an exception

True if T has a default constructor defined with
noexcept

True if T has a copy constructor defined with noexcept

True if T has a move constructor defined with
noexcept

True if T has an assign operator that receives a value
of type U that is defined with noexcept

Similar, but for copy assignment

Similar, but for move assighament

e



Standard Exceptions

» Let’s analyze the following case:

#include <type_traits>

#include <iostream>

struct Test {

Test() noexcept {} . )
Test(const Test&) noexcept {} nothrow copy-asign: true

Test(Test&&) noexcept {} nothrow move-asign: true

void operator=(const Test&) noexcept {}
void operator=(Test&&) noexcept {}

};

int main() {

std:
std:
std:
std:
std:
std:

:cout
:cout
:cout
:cout
:cout
:cout

<<
<<
<<
<<
<<
<<

std: :boolalpha;

"nothrow
"nothrow
"nothrow
"nothrow
"nothrow

Output:

nothrow default-ctor: true
nothrow copy-ctor: true
nothrow move-ctor: true

default-ctor: " << std::is nothrow_default constructible<Test>::value << std::endl;
copy-ctor: " << std::is_nothrow_copy_constructible<Test>::value << std::endl;
move-ctor: " << std::is nothrow_move constructible<Test>::value << std::endl;
copy-asign: " << std::is_nothrow_copy_assignable<Test>::value << std::endl;
move-asign: " << std::is_nothrow_move_assignable<Test>::value << std::endl;




Standard Exceptions

>
output.

Output:

#include <type traits>
#include <iostream>

nothrow
nothrow
nothrow
nothrow
nothrow

struct Test {
Test() {}
Test(const Test&) {}
Test(Test&&) {}
void operator=(const Test&) {}
void operator=(Test&&) {}

};

int main() {

If we remove noexcept from the definitions we will however get a different

std::cout << std::boolalpha;

std::cout << "nothrow default-ctor: " << std::is _nothrow_default constructible<Test>::value << std::endl;
std::cout << "nothrow copy-ctor: " << std::is_nothrow_copy constructible<Test>::value << std::endl;
std::cout << "nothrow move-ctor: " << std::is_nothrow_move_ constructible<Test>::value << std::endl;
std::cout << "nothrow copy-asign: " << std::is_nothrow_copy assignable<Test>::value << std::endl;
std::cout << "nothrow move-asign: " << std::is_nothrow_move assignable<Test>::value << std::endl;

default-ctor: false
copy-ctor: false
move-ctor: false
copy-asign: false
move-asign: false




» These methods can also be used with a static_assert to force a noexcept over

Standard Exceptions

a templatized type.
App.cpp

#include <type traits>
#include <iostream>

t t Test . . . 3 c
’ miestfionit Test&) {} This code will not compile with the following error message:

g error C2338: static_assert failed: 'use noexcept !'

template <typename T>
struct MyTemplate {
MyTemplate() {
static_assert(std::is_nothrow_copy constructible<T>::value, "use noexcept !");

}
};

int main() {
MyTemplate<Test> t;
return 0;




Standard Exceptions

» These methods can also be used with a static_assert to force a noexcept over
a templatized type.

App.cpp

#include <type traits>
#include <iostream>

struct Test {
Test(const Test&) {}

};

template <typename T>
struct MyTemplate {
MyTemplate() {
static_assert(std::is_nothrow_copy_constructible<T>::value, "use noexcept !");
¥
}s

int main() {
MyTemplate<Test> t;
return 0;




Standard Exceptions

» You can also use noexcept(function()) to select a logic (e.g. similar to std::vector)

App.cpp

#include <type_traits>
#include <iostream>

struct Test {
Test(const Test&) {}

%

template <typename T>
struct MyVector {
void grow() {
if (std::is_nothrow_copy_constructible<T>::value) {
// use the copy ctor

}
else {

// use the move ctor
}

}
s
int main() {
MyVector<Test> v;
std::cout << "Execution ok !";
return 0;




» std::nothrow

yyy



std::nothrow

» Whenever a large amount of data it is being allocated a bad_alloc exception
is being thrown:

App.cpp Output:

#include <iostream> Alloc Error: bad allocation

int main() {

try {
int* x = new int[1000000000000] ;
}
catch (std::bad alloc e) {
std::cout << "Alloc Error: " << e.what();
}
return 0;




std::nothrow

» However, sometimes you want a new operator that (in case of an exception)
returns a nullptr instead of throwing an exception

» The solution is to use a std::nothrow parameter with the new operator.

: Output:
#include <iostream> Unable to allocate memory !

int main() {

int* x = new(std::nothrow) int[1000000000000];
if (x == nullptr) {
std::cout << "Unable to allocate memory !";

}

return 0;




Modeling exception
> behavior

yyy



Modeling Exception Behavior

» Let’s analyze the following code:

App.cpp

#include <iostream> .
#include <Windows.h> Output (possible):

X is not 0,1,2 or 3
int main() {

printf("Start\n");

try
{
int x = GetTickCount() % 10;
if (x == @) throw 10;
if (x == 1) throw true;
if (x == 2) throw 1.2;
if (x == 3) throw "Exception text";

printf("x is not 0,1,2 or 3\n");
}
catch (int e) { printf("Exception: %d\n", e); }
catch (bool b) { printf("Bool exception \n"); }
catch (double d) { printf("Double exception: %1f \n",d); }
catch (...) { printf("Generic exception !"); }
printf("End\n");
return 0;




Modeling Exception Behavior

» Let’s analyze the following code:

App.
PP-<PP ASM Code
#include <iostream>

#include <Windows.h> call gword ptr [GetTickCount (©7FF7414E2000h) ]
xor edx, edx
int main() { ” mov ecx,10
printf("Start\n"); .
-~ div eax,ecx
{ mov eax,edx
| int x = GetTickCount() % 10; f————r0 mov dword ptr [rbp+4],eax
1T (X == 0) throw 10;
if (x == 1) throw true;
if (x == 2) throw 1.2;
if (x == 3) throw "Exception text";

printf("x is not 0,1,2 or 3\n");
}
catch (int e) { printf("Exception: %d\n", e); }
catch (bool b) { printf("Bool exception \n"); }
catch (double d) { printf("Double exception: %1f \n",d); }
catch (...) { printf("Generic exception !"); }
printf("End\n");
return 0;




Modeling Exception Behavior

» Let’s analyze the following code:

App.
PP-<PP ASM Code
#include <iostream>

#include <Windows.h> cmp dword ptr [rbp+4],0
jne NEXT_IF
LE iRl N " mov dword ptr [rbp+144h],10
E::;”t’c( Startin®); lea rdx, [ TI1H (87FF7414DD1B6h)]
( lea rcx, [rbp+144h]
int x_= GetTickCount() % 10; call _CxxThrowException
if (x == @) throw 10;
i1t (x == 1) throw true;
if (x == 2) throw 1.2;
if (x == 3) throw "Exception text";

printf("x is not 0,1,2 or 3\n");
}
catch (int e) { printf("Exception: %d\n", e); }
catch (bool b) { printf("Bool exception \n"); }
catch (double d) { printf("Double exception: %1f \n",d); }
catch (...) { printf("Generic exception !"); }
printf("End\n");
return 0;




Modeling Exception Behavior

» Let’s analyze the following code:

App.
PP-<PP ASM Code
#include <iostream>

#include <Windows.h> cmp dword ptr [rbp+4],1
jne NEXT_IF
int main() { N " mov dword ptr [rbp+164h],1
_‘t’:;”t‘c( Startin®); lea rdx,[_TI1_N (@7FF7414DD208h)]
( lea rcx, [rbp+164h]
int x = GetTickCount() % 10; call _CxxThrowException
if (x == 1) throw true; |
IF (X == 2) throw 1.2,

if (x == 3) throw "Exception text";
printf("x is not 0,1,2 or 3\n");

catch (int e) { printf("Exception: %d\n", e); }

catch (bool b) { printf("Bool exception \n"); }

catch (double d) { printf("Double exception: %1f \n",d); }
catch (...) { printf("Generic exception !"); }
printf("End\n");

return 0;




Modeling Exception Behavior

» Let’s analyze the following code:

App.
PP-<PP ASM Code
#include <iostream>

#include <Windows.h> cmp dword ptr [rbp+4],2
jne main+@BOh (©7FF7414D1A0%h)

int main() {

: . s L —— movsd xmmo, mmword ptr [_ real@3ff3333333333333
ﬂ;ntf( Startin®); movsd mmword ptr [rbp+188h],xmmo
{ lea rdx, [ _TIIN (@7FF7414DD266h)]
int x = GetTickCount() % 10; lea rcx, [rbp+188h]
if (x == @) throw 10; call _CxxThrowException

}

catch (int e) { printf("Exception: %d\n", e); }

catch (bool b) { printf("Bool exception \n"); }

catch (double d) { printf("Double exception: %1f \n",d); }
catch (...) { printf("Generic exception !"); }
printf("End\n");

return 0;




Modeling Exception Behavior

» Let’s analyze the following

: : ASM Code
#include <iostream>

#include <Windows.h> cmp dword ptr [rbp+4],2

jne main+@BSh (©7FF7414D1A0%h)
int main() {

: E . —— movsd xmmo, mmword ptr [_ real@3ff3333333333333
ﬁ;ntf( Startin®); movsd mmword ptr [rbp+188h],xmmo
{ lea rdx,[ TIIN (@7FF7414DD266h)]
int x = GetTickCount() % 10; lea rcx, [rbp+188h]
if (x == @) throw 10; call _CxxThrowException
if = ;

2) throw 1.2; |
3) throw "Exception text";

Pseudo-code
) i (x==2) {

https://learn.microsoft.com/en-us/cpp/c-runtime-library/reference/cxxthrowexception?view=msvc-170 K } double Value =1.2:

= 1.2;

"c" __stdcall _CxxThrowException( void* pExceptionObject, _ThrowInfo* t = (_ThrowInfo*) (<some address>);

_ThrowlInfo* pThrowInfo ); _CxxThrowException (t, (void*) &value)

printt(“eEnd\n”); }
return 0;




Modeling Exception Behavior

» The purpose of the _ThrowlInfo structure is to:

» Provide type information related to the thrown values (is it int, float, bool, or
other type)

» Provide a list of methods required for unwind

» Provide a table to addresses where the catch offsets start (in our case the catch
for int , the one for bool, the one for double and the generic one).

» The CxxThrowException analyzes the value that it receives and the throw
info data and jumps to the appropriate address.




Modeling Exception Behavior

» Let’s analyze the following code:

App.cpp

#include <iostream> .
#include <Windows.h> Output (possible):

X is not 0,1,2 or 3
int main() {

printf("Start\n");

try
{
int x = GetTickCount() % 10;
if (x == @) throw 10;
if (x == 1) throw true;
if (x == 2) throw 1.2;
if (x == 3) throw "Exception text";

printf("x is not 0,1,2 or 3\n");
}
catch (int e) { printf("Exception: %d\n", e); }
catch (bool b) { printf("Bool exception \n"); }
catch (double d) { printf("Double exception: %1f \n",d); }
catch (...) { printf("Generic exception !"); }
printf("End\n");
return 0;




Modeling Exception Behavior

» This is a simulation on how the exception mechanism is translated into a
code. It implies ZERO overhead on the normal execution (so only when throw
is triggered we will jump to a specific address where the catch exists).

#include <iostream> 1 int main() {
#include <Windows.h> 2 printf("Start\n");
3 int x = GetTickCount() % 10;
int main() { 4 if (x == @) GOTO LINE 190;
printf("Start\n"); 5 if (x == 1) GOTO LINE 12;
try 6 if (x == 2) GOTO LINE 14;
{ 7 if (x == 3) GOTO LINE 16;
int x = GetTickCount() % 10; 8 printf("x is not 0,1,2 or 3\n");
if (x == @) throw 10; 9 GOTO LINE 18;
if (x == 1) throw true; 10 printf("Exception: %d\n", 10);
if (x == 2) throw 1.2; 11 GOTO LINE 18;
if (x == 3) throw "Exception text"; 12 printf("Bool exception \n");
printf("x is not 0,1,2 or 3\n"); 13 GOTO LINE 18;
} 14 printf("Double exception: %1f \n",1.2);
catch (int e) { .. } 15 GOTO LINE 18;
catch (bool b) { .. } 16 printf("Generic exception !");
catch (double d) { .. } 17 GOTO LINE 18;
catch (...) { .. } 18 printf("End\n");
printf("End\n"); 19 return 0;
return 0; 20 }




Modeling Exception Behavior

» This is a simulation on how the exception mechanism is translated into a
code. It implies ZERO overhead on the normal execution (so only when throw
is triggered we will jump to a specific address where the catch exists).

#include <iostream> 1 int main() {
#include <Windows.h> 2 printf("Start\n");
3 int x = GetTickCount() % 10;
int main() { 4 if (x == @) GOTO LINE 10;
printf("Start\n"); 5 if (x == 1) GOTO LINE 12;
try 6 if (x == 2) GOTO LINE 14;
{ 7 if (x == 3) GOTO LINE 16;
int x = GetTickCount() % 10; 8 printf("x is not 0,1,2 or 3\n");
if (x == @) throw 10; TO LINE ;
if (x == 1) throw true; | 10 printf("Exception: %d\n", 10);
if (x == 2) throw 1.2; 11 GOTO LINE 18;
if (x == 3) throw "Exception teéxt"; 12 printf(HBool exception \n");
printf("x is not 0,1,2 or 3\n"); 13 GOTO LINE 18;
} 14 printf("Double exception: %1f \n",1.2);
catch (int e) { .. } 15 GOTO LINE 18;
catch (bool b) { .. } 16 printf("Generic exception !");
catch (double d) { .. } 17 GOTO LINE 18;
catch (...) { .. } 18 printf("End\n");
printf("End\n"); 19 return 0;
return 0; 20 }

} 21




Modeling Exception Behavior

» This is a simulation on how the exception mechanism is translated into a
code. It implies ZERO overhead on the normal execution (so only when throw
is triggered we will jump to a specific address where the catch exists).

App.cpp Line  Pseudo code

#include <iostream> 1 int main() {
#include <Windows.h> 2 printf("Start\n");
3 int x = GetTickCount()
int main() { 4 if (x == @) GOTO LINE 10;
printf("Start\n"); 5 if (x == 1) GOTO LINE 12;
try 6 if (x == 2) GOTO LINE 14;
{ 7 if (x == 3) GOTO LINE 16;
int x = GetTickCount() % 10; 8 printf("x is not 0,1,2 or 3\n");
if (x == @) throw 10; 9 GOTO LINE 18;
if (x == 1) throw true; 10 printf("Exception: %d\n", 10);
if (x == 2) throw 1.2; 11 GOTO LINE 18;
if (x == 3) throw "Exception text 12 printf("Bool exception \n");
printf("x is not ©,1,2 or 3\n" ,_’l 13 GOTO LINE 18; I
} 14 printt( Double exception: % n",1.2);
_catch _(int e) { ..} 15 GOTO LINE 18;
catch (bool b) { .. } 16 printf("Generic exception !");
catch (double d) { .. } 17 GOTO LINE 18;
catch (...) { .. } 18 printf("End\n");
printf("End\n"); 19 return 0;
return 0; 20 }




Modeling Exception Behavior

» This is a simulation on how the exception mechanism is translated into a
code. It implies ZERO overhead on the normal execution (so only when throw
is triggered we will jump to a specific address where the catch exists).

#include <iostream> 1 int main() {
#include <Windows.h> 2 printf("Start\n");
3 int x = GetTickCount() % 10;
int main() { 4 if (x == @) GOTO LINE 10;
printf("Start\n"); 5 if (x == 1) GOTO LINE 12;
try 6 if (x == 2) GOTO LINE 14;
{ 7 if (x == 3) GOTO LINE 16;
int x = GetTickCount() % 10; 8 printf("x is not 0,1,2 or 3\n");
if (x == @) throw 10; 9 GOTO LINE 18;
if (x == 1) throw true; 10 printf("Exception: %d\n", 10);
if (x == 2) throw 1.2; 11 GOTO LINE 18;
if (x == 3) throw "Exception text"; 12 printf("Bool exception \n");
printf("x is not 0,1,2 or 3\n"); 13 GOTO LINE 18;
} | 14 printf("Double exception: %1f \\n",1.2);
catch (int e) { .. } 15 GOTO LINE 18; \r
_catch (bool b) { ..} printt( Generic exception 17);
catch (double d) { .. } 17 GOTO LINE 18;
catch (...) { .. } 18 printf("End\n");
printf("End\n"); 19 return 0;
return 0; 20 }




Modeling Exception Behavior

» This is a simulation on how the exception mechanism is translated into a
code. It implies ZERO overhead on the normal execution (so only when throw
is triggered we will jump to a specific address where the catch exists).

#include <iostream> 1 int main() {
#include <Windows.h> 2 printf("Start\n");
/r «\ 3 int x = GetTickCoun % 10;
4 if (x == 0)] GOTO LINE 10;
Please note that GOTO LINE rgflegt a call . 3 (o oo 9 |G LA 2
to CxxThrowException that implies: 6 TF (X == 27| GOTO LINE 14;
1. Look at the type of the expression : ;ilrizc(f?=x3:)|. £ LIz T )
2. Based on the type identify the offset 9 GOTO LINE 18;
(in our case the line number) where 10 LS L MR
the execution should jump. Type Line number
\§ , i i _m
) int 10
catch (int e) { .. }
catch (bool b) { .} * bool 12
catch (double d) { .}
catch (...) { ..} double 14
printf("End\n");

return @; <everything else> 16
} 21
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SEH

» Let’s analyze the following code:

x =x/ (x-10); @

#include <iostream> }
catch (.:..) { Exception Unhandled

int main() { pr‘intf(iFormat: "Di

int x = 10: } Unhandled exception at 0x00007FF61B5C1938 in

- ) Sl . ‘ e
try { return 0; ConsoleApplication3.exe: 0xC0000094: Integer division by zero.
X = x / (x-10); Copy Details | Start Live Share session...
} > Exception Settings

catch (...) {
printf("Division by 0"); —
}

return 0;

}

» If we have used a try...catch block, why a division by 0 exception was
caught ? (especially since we have used catch(...) format - that shoul
matched every exception).



SEH

» C++ exceptions are designed to work with exceptions that originates form a
throw instruction (exceptions that are managed by the C++ runtime /
compiler).

» At the same time, there are hardware exceptions (such as Division By 0 ) that
are handled by the OS directly through a different mechanism

» Other exceptions that fall into the same category:
» Invalid assembly opcode that is about to be executed

» Memory access violation (trying to access a memory address that is invalid / not
allocated)

» Stack overflow
» Hardware breakpoint hit

» etc




SEH

» To handle those extensions, use the __try and __except keywords with the
following format:

__try {// cod to be executed }

__except (<expression>) { // exception block }
or

__finally { // usually cleanup code }

» where <expression> should evaluate into one of the following:

EXCEPTION_EXECUTE_HANDLER Execute he code in the __except block

EXCEPTION_CONTINUE_SEARCH Exception will not be handled. Instead, it will be
passed to another exception handle from the SEH
structure.

EXCEPTION_CONTINUE_EXECUTION [gnore exception and resume execution at the point
where the exception occurred.
This is very dangerous and never recommended !!!!




SEH

» The original code can be converted as follows:

App.cpp Output:

#include <iostream> Division by ©
#include <windows.h>
int main() {
int x = 10;
_try {
X = x / (x-10);
}

__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Division by 0");
}

return 0;

}

» Compiled with: /JMC /permissive- /ifcOutput "x64\Debug\" /GS /W3 /Zc:wchar_t /ZI /Gm- /0d /sdl
/Fd"x64\Debug\vc143.pdb" /Zc:inline /fp:precise /D "_DEBUG" /D "_CONSOLE" /D "_UNICODE" /D *

/errorReport:prompt /WX- /Zc:forScope /RTC1 /Gd /MDd /std:c++14 /FC /Fa"x64\Debug\" /
/Fo"x64\Debug\" /Fp"x64\Debug\ConsoleApplication3.pch” /diagnostics:column




SEH

» This type of exceptions are handled in Windows OS via SEH (Structured
Exception Handling)

' | 1 !
Record-1 Record-2 Record-3 Record-n
m Next Record Next Record ~ Next Record L ceeooeo Next Record
Ptr to Handler Ptr to Handler Ptr to Handler Ptr to Handler
Function Function Function Function

» In practice this is a single-linked list

» When a hardware exception is being triggered, the compiler passes through
this list until the exception is being handled (based on those 3 values that an
__except keywords receives).




SEH

» Let’s analyze the following code:

Output:

#include <iostream> Invalid memmory access
#include <windows.h>

int main() {
int* x = nullptr;

__try {
*x = 100;
}

__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Invalid memory access");

}

return 0;




SEH

» Let’s analyze the following code:

App.cpp
#include <iostream> ASM Code

#include <windows.h> mov X, 2

int main() {
int* x = nullptr; |

__try {
*x = 100;
}

__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Invalid memory access");
}

return 0;




SEH

» Let’s analyze the following code:

App.cpp
#include <iostream> ASM Code

#include <windows.h> : » push __except_handler
push fs:[0]
int main() { mov fs:[0], esp
int* x = nullptr;
[_try { |
*x = 100;

orintf("Invalid memory access”); code that will execute the code from
} the __except block.

return 0;

} Where _except_handler is a runtime
__except (EXCEPTION_EXECUTE_HANDLER) { — =




SEH

» Let’s analyze the following code:

App.cpp
#include <iostream> ASM Code

#include <windows.h> » push offset_except_block
o rpush fs:[0]
int main mov fs:[0], esp |
int* x = nullptr; .
[_try { |

New

Next Record ‘ Original Record Next Record

Ptr to Handler offset except Ptr to Handler
Function _block Function

SEH Before SEH After

)



SEH

» Let’s analyze the following code:

App.cpp
#include <iostream> ASM Code

I
L

#include <windows.h> ' mov [x], 100

int main() {
int* x = nullptr;

try {
*x = 100; | . . .
y X : ! This is where the exception was
__except (EXCEPTION_EXECUTE_HANDLER) { triggered (as “x” is nullptr)
printf("Invalid memory access");
}
return 0;




SEH

» Let’s analyze the following code:

App.cpp
#include <iostream> _ ASM Code

#include <windows.h>  jmp AFTER_EXCEPT_BLOCK

int main() {
int* x = nullptr;
_try {
*x =_100;
L :
__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Invalid memory access");

T o«

return 0;




SEH

» Let’s analyze the following code:

App.cpp
#include <iostream> ASM Code

#include <windows.h> —» push offset of “Invalid memory access”
call printf
int main() { jmp  AFTER_EXCEPT_BLOCK
int* x = nullptr;
__try {
*x = 100;
} This code is being called indirectly from
__except (EXCEPTION EXECUTE HANDLER .
mﬁmﬁ_ the runtime C/C++ framework IF AN
} EXCEPTION HAPPENS
return 0;




SEH

» Let’s analyze the following code:

App.cpp oM Code.

int main() { ASM Code
int* x = nullptr; mov eax, dword ptr [esp]
__try {.} mov fs:[0], eax
Iﬂmi} add esp, 8
return O; | e e e e e e e e e e e e
} xor eax, eax \

New

Original Record Next Record —) Next Record

offset_except Ptr to Handler Ptr to Handler
_block Function Restore Function

Current SEH Original SEH
e




SEH

» This SEH mechanism is specific to Windows (32 bytes)

» Asimilar mechanisms exists for a 64 bytes but implies a different code
generation mechanism (exception data is store in .pdata and .xdata sections)

» It is not a zero abstraction (some code will be added and executed even if
the exception is not triggered).




SEH

» Let’s analyze the following code:

App.cpp

#tinclude <iostream>
#tinclude <windows.h>

int main() {
int* x = nullptr;
_try {
*x = 100;
printf("Pointer set up corectly \n");

}
__except (EXCEPTION_EXECUTE_HANDLER) {

printf("Invalid memory access \n");

}
__finally { . .

orintf("Finally block\n);: Code will not cqmpﬂe (we can not have
} __except and __finally at the same time).
return 9;
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» If we remove the __finally block, the code compiles:

Output:

#include <iostream> Invalid memmory access
#include <windows.h>

int main() {

int* x = nullptr;

_try {
*x = 100;
printf("Pointer set up corectly \n");

}

__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Invalid memory access \n");

}

return 0;
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» If we remove the __except block, the code compiles, but crashed on runtime
as the exception is not handled.

_try {
*x = 100; X

AT

#include <iostream> printf("Pointer set up core BesptionThroun

#include <Wind0WS.h> } ix;eazt;zlﬁ;l:;own:writeaccesswolation.
__finally {
int main() { printf("Finally block\n");
int* x = nullptr; }
_try {

*x = 100;
printf("Pointer set up corectly \n");

}
__finally {

printf("Finally block\n");
}

return 0;
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» To create a code where we can use both __except and __ finally we need to
build two nested ___try blocks.

_try {

_try {
// cod to be executed
}

__except (<expression>) {

/| exception block
3
3

__finally {
// usually cleanup code
3
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» The modified code that has both __except and __finally will look as follows:

Output:
#include <windows.h> Invalid memmory access

#include <stdio.h> .
Finally block

int main() {
_try {
__try {
int* x = nullptr;
*x = 100;
printf("Pointer set up corectly \n");
}
__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Invalid memory access \n");
}
¥
__finally {
printf("Finally block\n");
¥

return 0;




SEH

» Changing ”x” to a valid pointer:

#include <windows.h>
#tinclude <stdio.h>

int main() {

_try {
__try {
int* x = = new int;
*x = 100;
printf("Pointer set up corectly \n");
¥
__except (EXCEPTION_EXECUTE_HANDLER) {
printf("Invalid memory access \n");
¥
}

__finally {

Output:

Pointer set up corectly
e emmed 1Nally block

printf("Finally block\n");
}

return 0;







RAII
Output:

» Let’s analyze the following code: A-CTOR
B-CTOR

App.cpp C-CTOR

#include <iostream> A-DTOR

{ int main{(:) { B-DTOR
struct A try
A() { std::cout << "A-CTOR\n"; } C c; C-DTOR
~A() { std::cout << "A-DTOR\n"; } }
}s catch (int){
struct B { std::cout << "Exception\n";
B() { std::cout << "B-CTOR\n"; } }
~B() { std::cout << "B-DTOR\n"; } return 0;
}s
struct C {
A* a;
B* b;
cO) {
a = new A(); . .
b = new B(); What would happen if during the
,  Sreeout coTocToRnT constructor or destructor of class
~C() { C an exception will be thrown ?
delete a;
delete b;
std::cout << “C-DTOR\n";
}
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» Let’s analyze the following code:

#include <iostream>

struct
struct
struct
A*

B* b;
c() {

a

w}s
w}s

T )

)

oL N WD

= new A();

Ithrow 10; I

b = new B();

std::cout << "C-CTOR\n";
¥
~C() |

delete a;

delete b;

std::cout << “C-DTOR\n";
}

};

Output:
A-CTOR
Exception

int main() {

try {
C c;
¥

catch (int){
std: :cout << "Exception\n";

}

return 9;

Noticed that we end up in an impossible state
where only part of the C object is created (data

member “a”) and it is not removed from the
memory ( ).

A
MEMORY LEAK
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» What if data member “a” is created directly (not on the heap):

App.cpp Output:
int main() { il A-CTOR

#include <iostream>

try { _
struct A {..}; C c; A DTOR.
struct B {..}; } Exception
struct C { catch (int){
IA a§= std: :cout << "Exception\n";
B* b; }
c() { return 0;
throw 10;
b = new B();
std::cout << "C-CTOR\n";
¥ . .
~C() { The destructor for object C is not called.
e ) However, the destructor for data member “a” is
std::cout << “C-DTOR\n"; )
} being called.

};
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» In C++, even if a constructor throws, members that were constructed before
the throw will be destroyed when their lifetime ends (their destructor - if any

will be called).

» This rule applies to:
» Non-pointer members (pretty much any data member that is not a pointer)

» Base classes

» RAIl wrappers (e.g. unique_ptr)
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» RAIl stands for Resource Acquisition Is Initialization and is a C++ idiom that is
based on the following ideas:

» When an object is created, it acquires a resource (a memory where it resides,
handled, mutexes, etc)

» When the object is destroyed (goes out of scope), its destructor releases the
resource

» This means that automatic cleanup is possible - no matter how a function /
method exits (normal or exception)

» RAIl ensures that:
» Memory / resource leaks are prevented

» Provides exception safety (cleanup)
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» The original code (using RAIl) will look like this: Output:

A-CTOR
A-DTOR

#include <iostream> int main() { Exception
try {
struct A {..}; Cc;
struct B {..}; }
struct C { catch (int){
std: :unique_ptr<A> a; std::cout << "Exception\n";
std: :unique_ptr<B> b; }
c) { return 9;

a = std::make_unique<A>();
b = std::make_unique<B>();
std::cout << "C-CTOR\n";

} Now we have a correct clean up of allocated

~CO) | ) ) memory (data member “a” was the only one that
std::cout << "C-DTOR\n"; .

} was created, it was also the only one destroyed)

};
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» Let’s throw an exception, but as part of the destructor:

#include <iostream> int main() {

Microsoft Visual C++ Runtime Library

tr
struct A { } M y é c: e Debug Error!
g ’ Program:
St r‘uct B {.} _; } ..ucru\Altele\ConsoleApplication3\Debug\ConsoleApplicatio
n3.exe

Str‘UC;E C { catch (1nt){ § ) ., abort{) has been called

A a‘; Std .- COUt << Exceptlon\n ) (Press Retry to debug the application)

B* b }

C( ) r‘etur‘n @; Retry Ignore

new A(); }
new B();
std::cout << "C-CTOR\n";

} Notice that we don’t get to the point where the

”C()dilete a; code from the catch is being called (“Exception”
is not printed on the screen). Instead we get a

Lchrow 16; | runtime crash !

C VO A

delete b;
std::cout << "C - DTOR\n";

};
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» Switching to a RAIl model produces the same result.

#include <iostream> int main() {

Microsoft Visual C++ Runtime Library

try {
struct A {..}; C c; ezﬂ’””‘"”’
struct B {}; } ;.?;:g{lzghﬂt ConsoleApplication3\Debug\ConsoleApplicatio
struct C { catch (int){ P
std::unique_ptr<A> a; std::cout << "Exception\n"; il
std::unique_ptr<B> b; }
c() { return 0; Retry Ignore
a = std::make_unique<A>();

b
std::cout << "C-CTOR\n";

} Notice that we don’t get to the point where the
”C”tf,mw T code from the catch is being called (“Exception”
std::cout << "C-DTOR\n"; is not printed on the screen). Instead we get a

runtime crash !

std: :make_unique<B>();
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» Throwing exceptions from a destructor is an undefined behavior, and most of
the time it will create a runtime crash

» In practice, a std::terminate() is being called - this also happens if you throw
and exception while another exception is already propagating.

» The solution is to make sure your don’t throw anything from a destructor
(e.g. you check the operations that you want to perform before performing
them).
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» We can also use std::set_terminate() to get notification when an application
is being closed due to a std::terminate() call (in our case from a destructor). EITTITRE

A-CTOR

App.c
PP-cPp B-CTOR
#include <iostream> void notify terminate() { C-CTOR
std::cerr << "std::terminate()\n"; .
struct A {..}; } Std: :terminate()
struct B {..};
struct C { int main() {
std: :unique_ptr<A> a; std::set_terminate(notify_terminate);
std: :unique_ptr<B> b; try {
c() { Cc;
a = std::make_unique<A>(); }
b = std::make_unique<B>(); catch (int){
std::cout << "C-CTOR\n"; std: :cout << "Exception\n";
} }
~C()L{ return 0;
'thr'OW—le" } Microsoft Visual C++ Runtime Library

std::cout << "C-DTOR\n";

e Debug Error!

Program
..ucru\Altele\ConsoleApplication3\Debug\ConsoleApplicatio
n3.exe

};

abort() has been called

(Press Retry to debug the application)
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